Full understanding

IP Address
and
Communication Mechanism

* Mechanism to identify devices from all over the world.
 Routing technology for acquiring destination routes.
(The role of subnet mask and default gateway)

* The role of MAC addresses in Ethernet.
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1-1. What are RFCs?

All devices involved in Internet communication must handle data using a predetermined technology.
Therefore, standardization (arrangement) of Internet technology is being carried out.
This standardization is called RFC.

N

The internet
Home

N S router = S

router router<\\\\\\\\\\\\\\~
router

router

computer

*Standardization organization: IETF (Internet Engineering Task Force)
*Standardized regulations: RFC (Request for Comments)

1) IP: RFC791 (IPv4), RFC8200 (IPV6)
2) TCP: RFC9293




1-2. Whatis TCP/IP?

U TC P/ IP Regulations for communication on the Internet.
@l P . The role of representing addresses on the Internet.

@TCP . The role of delivering data efficiently and reliably according to
the state of the communication path.

- UDP/IP

@U DP . Itdoesnot perform communication control just to deliver.




1-3. Protocol stack

Technical Challenges

XML, JSON, . - ﬂ " Security
N SensorML PP . = Data modeling
N L
- ® Event/data notification
LBl ot Session Control | ® Reliability
MQTT, AMQP, etc. | = Scalability
| = Reliabilit
UDP, TCP, SCTP Transport il e g

. = Complexity (SCTP)

. = Naming and addressing

Network ~ = Security
. _= Resource control

IPv4/IPv6, 6LowPAN,
ROLL, etc.

. = Signaling load
802.15.4, 802.11 : 08
GSM, LTE, 5G, etc. PHY & L2 = ® Authentication

. _® Channel control
https://www.researchgate.net/figure/Protocol-Stack-and-Technical-Challenges_figl_320453832

 Match the rules used by each layer at the transmitting and receiving terminals.
* There is no dependency between layers.
Determine the rules to be used for each layer.




1-4. Packet capture (WireShark)

A 1 - o X
Am 2@ Resz=FsEEaaanm
(M [FEro0b5 - owl-/> BER =y -] +
Mo Titme Source Destination Protacol Length  Info
r 1 8.eeeeee 192.168.1.7 157.7.187.218 TCP 66 53275 » 80 [SYN] Segq=0 Win=64248 Len=8 M55=1468 WS=256 SACK_ PERM=1
i 2 8.8e0364 192.168.1.7 157.7.187.218 TCP 66 59662 + 80 [SYN] Seq=0 Win=64240 Len=8 M55=1468 WS=256 SACK_PERM=1
3 8.815e31 157.7.167.218 192.188.1.7 TCP 66 88 » 53275 [SYN, ACK] Seg=0 Ack=1 Win=29280 Len=0 MS5=1414 SACK_PERM=1 WS=128
& ﬁ:ﬁlﬁlﬂi 122|168 1.7 157 7 1ﬂ2|21ﬂ |£E E& Eizza - ﬁﬁ agﬁ' Egg=1 ash=1 H;Q=la132§ Lgp=8
F+ 5 8.816168 192.168.1.7 157.7.187.218 HTTP 614 GET / HTTP/1.1
! 6 0.016300 157.7.107.210 192.168.1.7 TP 66380 > 50662 1SYN, ACK] Seq=0 Ack=1 Win=20200 Len=0 M5S=1414 SACK PERM=1 Wo=128
! 7 B.816462 192.168.1.7 157.7.187.216 TCP 54 59662 -+ 88 [ACK] Seg=1 Ack=1 Win=131328 Len=0
8 8.831443 157.7.167.218 192.168.1.7 TCP 60 88 - 53275 [ACK] Seg=1 Ack=561 Win=38336 Len=0
9 8.542488 157.7.167.218 192.188.1.7 TCP 392 88 -+ 53275 [PSH, ACK] Seg=1 Ack=561 Win=30336 Len=338 [TCP segment of a reassembled PDU]
18 @.543525 157.7.187.218 192.168.1.7 TCP 2882 88 + 53275 [ACK] Seq=339 Ack=561 Win=38336 Len=2828 [TCP segment of a reassembled PDU]
11 8.543622 192.168.1.7 157.7.187.218 TCP 54 53275 - 80 [ACK] Seq=561 Ack=3167 Win=131328 Len=0 7
12 @.544684 157.7.167.218 192.168.1.7 TCP 8538 80 » 53275 [ACK] Seg=3167 Ack=561 Win=38336 Len=8484 [TCP segment of a reassembled PDU]
< >
Frame 5: 614 bytes on wire (4912 bits), 614 bytes captured (4912 bits) on interface \Device\NPF_{EE298557-9F26-448F-870F-872F5825E194}, id @
Ethernet II, Src: Tp-LinkT 89:d6:7d (28:ee:52:09:d6:7d), Dst: Mitsubis 86:d6:65 (10:4b:46:86:d6:65)
Internet Protocol Version 4, Src: 192.168.1.7, Dst: 157.7.187.218

Transmission Control Protocol, Src Port: 53%75, Dst Port: 88, Seq:

1, Ack: 1, Len:

; . 568

Hypertext Transfer Protocol

Ethernet

: 14Byte

IP: 20Byte

R--}--E

TCP:20Byte

--R-P-

T / HTTP
st: mana
Connect
p-alive
-Insecur

ion: kee
Upgrade

e-Reques
ser-Agen

ts: 1--U
t: Mozil

Mo b 20 S 20 C100.08)

2077 )l Default




1-5. "IPv4" and "IPv6"”

Difference in number of bits used for address

.\. IPv4 Identify with 32bit. =) 2tothe 32nd power, so "4,294,967,296 (about 430 million)"

8bit is represented by 0 to 255
192 . 168 : 1 : 7 e -
in decimal notation

‘ 128 32
64 16 8421
1100 0000 1010 1000 0000 0001 0000 0111
L . J L . J L . J L . J 8bit X 4
8bhit 8hit 8bit 8bit total 32Bit

(340282366920938463463374607431768211456)
e |Pv6 |dentify with 128bit. @ 2to the 128th power, so "3.4 x 10 to the 32nd power"

. Abit is represented by O to f
2 0 0 1 : 0 D b 8 : canabezgxistted in hexadecimal notation

8421

Binary 0010 0000 0000 0001 0000 1101 1011 1000 0000 0000 0000 0000 000 - * (omit)

4bit 4bit 4bit 4bit 4bit 4bit 4bit 4bit 4bit 4bit 4bit 4bit ]
total 128Bit



1 '6. I P data format (Excerpt from the prescribed RFC)

a
1234567889
s e e T e e S Sk N SE -

\ ° IP"4 RFC791 |version| IHL |Type of Service| Total Length |
s o o Tt e T T T S T e S S T

| Identification |Flags= | Fragment Offset |

s e T e e s e o T S S e o o = OF S The baSiC Size is 20 bytes

| Time to Live Protocol | Header Checksum |

grobrsprsisfarhorhsds danfenhnfen frnfushnsies fusbuchstesdorharhndosfonfrnhnsenfrnfushnsiesd 1 H H
: fbet . (1 line is 32bit, so 4 bytes)

Iaspeapusesfasssesissssnnspssesnnefoentass farsnsns s sesnnapasanfasfoansqen panasap s uad

] Destination Address 32bit ] [Optional]

e e e B D e L T e R R B I

| options | paadging | L variable in size depending on
s T T e Tl e S STt e S S St I S S A . R
the required options.

2 3

1
81234567 8%98123456867898l1l

L S T O T S S T N S S
¢ IPV6 RFC8200 |version| Traffic Class | Flow Label |
T T T T T T S S
| Payload Length | Mext Header |  Hop Limit |
S S R R S S L L S U L SR LS e e e e
) ;
+ E
: :
2 Source Address + . . <
! a2bit*aline i L The basic size is 40 bytes
— . . ° ° °
g =128bit (1 line is 32bit, so 4 bytes)
3 3
F &
: :
2 Destination Address 3
1 32bit * 4line 1
3 =128 bit ] =
$ropusinederprohosiondanirchosiisdunferposisdontecosiosdoaenhesfesdosfonesiosdorpooherosfest =




2. Types and allocation of IP addresses

2-1. Classes and CIDR
2-2. IP address management organization and allocation
2-3. Global and private

2-4. Internet communication with a private IP address




2-1. Classes and CIDR

192 . 168 . 1 7

- : | : |
I Network part :  Host part

@ Class: As shown in the table below, build a network in units of a predetermined size =) more waste

Class address range Network part number of terminals
Class A 0.0.0.0 ~ 127.255.255.255 8 Bit about 16 million
Class B 128.0.0.0 ~ 191.255.255.255 16 Bit about 65000
Class C 192.0.0.0 ~ 233.255.255.255 24 Bit 254

Class D/E 224.0.0.0 ~ 255.255.255.255 (for multicast and reservation) -

@® CIDR (Classless Inter-Domain Routing) : Free use regardless of class

Set a subnet mask to clearly separate the network part and the host part.

example) 1.0.16.0 / 20
192.168.10.0 / 23




2-2. IP address management organization and allocation

= Strictly manage IP addresses so that they do not overlap around the world

* In Japan, they are distributed and managed in the following order, so that the location can be specified.

IANA = APNIC = JPNIC = ISP = End user

Q\IP address management organization

Region Management organization Note
world IANA Managed on a
(Internet Assigned Numbers Authority) global level
Asia APNIC Dividing world
(Asia-Pacific Network Information Centre) into 5 regions
Japan JPNIC Managed at
P (Japan Network Information Center) country level

@® Assignmentto Japan

CIDR
1.0.16.0/20
1.0.64.0/18
1.1.64.0/18
1.5.0.0/16
1.21.0.0/18
1.21.64.0/19
1.21.96.0/20
1.21.112.0/20
1.21.128.0/20

https://ipv4.fetus.ip/jp

< - 2. 3 > >
IPZEFLZR ZDiEOHE LIZARY
1.0.16.0-1.0.31.255 2011/04/12 APNIC
1.0.64.0-1.0.127.255 2011/04/12 APNIC
1.1.64.0-1.1.127.255 2011/04/12 APNIC
1.5.0.0-1.5.255.255 2011/04/01 APNIC
1.21.0.0-1.21.63.255 2010/06/16 APNIC
1.21.64.0-1.21.95.255 2010/06/16 APNIC
1.21.96.0-1.21.111.255 2010/06/16 APNIC
1.21.112.0-1.21.127.255 2010/06/16 APNIC
1.21.128.0 - 1.21.143.255 2010/06/16 APNIC

Japan:

- 4.43% of total address space
+ 5.14% excluding reservations

190,438,656

@® Management organization structure

£

—r—

I lﬁ*H

De5|gnated busuness operator

Regional Internet Registry
Country Internet Registry

Local Internet Registry

-
]

ISP : Internet Service Provider

EU : End User

https://www.nic.ad.jp/ja/ip/admin.html


https://ipv4.fetus.jp/jp

About IPv4

2-3. Global and private IP addresses

@ Global IP address
Unique address in the world
(can be identified from all over the world, so it is used for internet communication)

[Private IP address Range]
10.0.0.0~10.255.255.255

\OPrivate IP address
An address that is used repeatedly in a network in each home or company
(1t cannot be specified from all over the world, but it is unique within the network - LU.
*172.16.0.0~172.31.255.255
=192.168.0.0~192.168.255.255

without duplication))
A network of
global IP addresse
ach ISP network

Home-1
10 10.10

(e

- s

192 68.1.9

192 168.1

- —’

-
-
-

i

“‘
II

com puter

0.10.10:\11

- by

A A
'PA

com puter

A network of
private IP addresses




2-4. Internet use with private IP address

@ Use of private IP at each home
Communication by replacing the global IP address with the private IP address on the broadband router.

\‘ Use of private IP by each company
The proxy server in the DMZ relays and communicates with the outside.

When sending, rewrite the sender from D to B

About IPv4

When receiving, rewrite the destination from Bto D

Home (Actually, multiple communication can be used by
Prvathip —— rewriting the port number with the NAPT function) The Internet
D .....................................
comér B -------------------------------------------------- GIObaI IPA ‘
I out'e-r ............................ > %
Enterprise | ¢ | v 1 U . .
router 4~ | \ T @ e
- - (| Web Server
router

‘0
’$
llllllllllllllllllllll

i

computer

C

D
v
»
|
I

~  All communication with the outside
world (Internet) is performed by a

proxy server in the DMZ.



3. Mechanism of routing
-~ 3-1. What is routing?
3-2. Subnet mask and Default Gateway
3-3. Decision by routing table
3-4. Priority of routing decisions

3-5. Internet routing




3-1. What is routing?

The destination address determines to whom in the connected network to send.

S~ -

] [T I T Y SR 115 shouid | send this adclress to

____________________ Dete ed D 0 o

. Router
( Network ) T N T
__|-Router’ Router (i Network
_ ) Network —
_________________ Router ~~~~~"‘—-_______________—_____________-—”—— _’ﬁouter ”,’ == -
( Network
l Network \

- -



3-2. Subnet mask and Default Gateway

- The subnet mask represents the length of the network part (represents the size of the network)
= The same network is determined by whether the network part has the same bit string

- The network part of the default gateway is set to zero, so "all addresses are applicable"

If the subnet mask is '"255.255.255.0", Network part is 24bit.

255 . 255 . 255
T s
: : 64168421
- 1i111di1 11111111 11111111
128+64+32+16 128+ 64+32+16 128+ 64+32+16
+8+4+2+1=255 +8+4+2+1=255 +8+4+2+1=255

Network part [24bit]

Subnet description

0
255.255.255.0
0000 0000 <>  exactly the same

° 192.168.1.7 / 24

Can also be written in numbers
Host part

When the destination IP address is ''192.168.1.7"

""'Same network" because the network part is the same bit strings

@® Networkis 1192.168.1.0/24, @® Networkis 110.10.10.0/24;
5 : E E =
Dest : 11000000 10101000 00000001 00000111 Dest : 1100 0000 10101000 00000001 00000111
NW : 11000000 10101000 00000001 0000 0000 NW : 00001010 00001010 00001010 0000 0000

""Not the same' because the bit strings in the network part are diffeant




3-3. Decision by routing table

(

192.168.2.1

Home

‘~-~19211§§-1-1[ Broad
- +» Band

.- computer1

T\l“outer

192.168.1.0/24 '
fault Gateway

Windows11 *1

R TR sy S

B C:H¥WINDOWS¥system32¥emd X

C:\Users\Yama>route print
vt -+ 7T - TJ Ik

192.168.2.1
192.168.2.255
224.0.0.0
224.0.0.0
224.0.0.4
255.255.255. 2585
255.255.255.253
255.255.255.255

255.255.255.255
255.255.255.255
255.255.255.8
255.255.255.255
255.255.255,255
255.255.255.0
255.255.255.255
255.255.255.255
2U8.0.0.0
2U8.0.0.0

The red ‘fllalme is the rodte that i;s mainly se‘lected

192.168.1.1
1 ~ o/

[ 7]

192.168.1.9

127.0.

127.08.
192.168.
192.168.1.
192.168.1,
192.168.2.
192.168.2.

192.168.2.1

+ - Display the routing table with "route print"

Since the length of the network part is zero,

192.168.1.10 o . .
all destinations are applicable.

ANR *1 : "Routing and Remote Access" running from Administrative Tools

* The destination is sent to a destination that matches the bit string
of the length of the network part indicated by the subnet mask.

* Since the length of the network part of the default gateway is 0,
all destinations are applicable destinations, so all addresses for
the Internet are selected.

- Because the length of the network part of the connected link is 24,
it is selected with priority over the default gateway.

SN




3-3. Priority of routing decisions

* Routing is determined by multiple factors, but there is a priority.

* Priority is as follows

Priority 1: Longest Match
The length of the network part (the length of the subnet mask) has the highest priority.

Example) When there are 1 and 2 in the routing table
The destination "192.168.1.1" corresponds to both of the following, but length 24 @ is selected

............... Network Address . | ... NextHop . .
@ 192.168.1.0/24 192.168.1.1 < This route with a longer network part is selected
@ 192.168.0.0/16 192.168.1.11
Priority 2: Administrative distance ( standard setting) ( Excerpt)
It is decided which route type to prioritize Route information source Administrzfi\':distance
vailu
« Static route Direct connection (same network) 0
Route manually set by the operator Static route (manual setting) 1
* Dynamic routing . . . . BGP (external) 20 -
Automatically update route information using a routing protocol Dynamic OSPF 110 —
Dynamically update route information by notifying your route to Routing RIP 120
the other party BGP (internal) 200

Priority 3: Metric

Used when manually setting the priority or operating the priority of the route based on the number of hops or cost.



3-4. Internet routing

= Construct routing by exchanging network addresses in use between operators

Each operator notifies each other of the
network address used by itself to the
connection destination.

Content (Automatically notify each other using a

‘ provider protocol called BGP)

Data center 10.10.0.0/16
10.10.0.0/15

(interconnection) operator

10.11.0.0/16

The network addresses to be
notified are sent together as much
as possible.

Basically, the network address notified bf/
the other party is used by the business
Data center operator, so it becomes the destination.

operator




4. Ethernet and MAC address

~. 4-1. What is Ethernet?
4-2. Sending to Nex-Hop and Mac address
4-3. MAC address resolution mechanism "ARP”

4-4, Summary of transmission processing on
Ethernet terminals




4-1. What is Ethernet?

* Ethernet is a communication technology of IEEE, layer 2 data link layer technology
* Ethernet uses MAC addresses for terminal identification.

S

M ~wi-Fi2

. ®

B R/EE FFV BHG FIF 00 4WA S EE FEW U-LO ALTH) Et.hernet Standard . .
40260 5pRBRe==TaS(Eaaan * Wired: LAN cable, coaxial, optical cable
(A [ipaddr == 2358 1381 B -+ . .
Mo, Time Source Destination Pratocol  Leneth  Info Standardlzatlon IEEE80203

48 1.868905  192.168.1.9 23.59.13.91 ICMP 74 Echo (ping) request id-8x0801, seq=11/2816 | o o gme

49 1.878472  23.59.13.91 192.168.1.9 ICHP 74 Echo (ping) reply  id=0x@@01, seq=11/2816 hd ereleSS: Wi-Fi

81 2.877676 192.168.1.9 23.59.13.91 ICMP 74 Echo (ping) request 1id=0x0@01, seq=12/3072

27 7 297181 72 Ca 12 a1 1Q7 162 1 Q TrMD TA Erhn fedmel mamTar 3 A—QAARRT cran=17 1277

Standardization IEEE802.11 ac/a/n/g/b

> Frame 48: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface ‘\Device\NPF_{EE298557-9F26-440F-i &
v Ethernel. IT, . 556 = La-Linkd, 09: d6:7d . (28582 52:92: 62 7d), Dst: Mitsubis 86:d6:65 (10:4b:46:86:d6:65)

v Internet Protocol Version 4, Src: 192.168.1.9, Dst: 23.59.13.91
elee .... = Version: 4
.. 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x8@ (DSCP: (S®, ECMN: Not-ECT)
Total Length: 68
Tdentification: ®x8933 (35123)
> Flags: @x@e
...0 0220 Q0BOEB 80ee = Fragment Offset: @
Time to Live: 128
Protocol: ICMP (1)
Header Checksum: Bxcbd6 [validation disabled]
. « [Headan checksum. status s Unvardfied]
" Source Address: 192.168.1.9 : Src  IPAddress

. Destination Address: 23.59.13.91 = Dest |IP Address

v

Type: 8 (Echo (ping) reguest)
Code: @

Checksum: Bxﬂfdﬁhcwfet'l] 14Byte

> Destination: Mitsubis_86:d6:65 (10:4b:46:86:d6:65): Dest Mac Address }

.
: .......
"~ .
™ .
LS
et
.
-----
1.

H

"
. o
N .

.
. "~
. LN
. LN
.
",

.
‘e

IP Header

—

- Data

~~~~~ Ethernet Header

.,
.
.
.
.
0
.

.

.,
.
.
.
.
‘e
.
.
.

0600 28 ee 52 89 db /d 08 0e-45 P@: [HAMMA(- R} E-
0010 00" 3¢ @ 00 B0 01 cb 46 8 28 BL DY 17 3b%  -<-3---- Fe-o-oo;
0920 :0d 5b:08 89 4d 50 00 61" ¢4 TR THTTATEATARTASNAT v up.. . abcdef
0930 67 68 69 6a 6b 6¢c 6d 6e ¢ |P Address 20 Byte jklmn opgrstuv
6048 77 61 62 63 64 65 66 67 L_ __ __cdefg hi

(O 7 Destination Hardware Address (ethdst), 6 )3 b

(| perobg 189 Fom 8 (428 S35 0 (00%) || FO077 U Default

@® Positioning of the protocol stack

« Equivalent to the physical to data link layers of

the OSI reference model (the layer below the IP address)

Lrps
L
.
L
L
Lr
LN
LN
.
ay

. v
........
. .
. L

MAC Address

Source
MAC Address

Type

IP Data

6Byte

6Byte

ZByt?

|

14Byte

@® Whatisa MAC address?
A 6-byte address assigned to the interface.

Given by the manufacturer.




4-2. Sending to Nex-Hop and Mac address

= Send to the MAC address of the next-hop destination terminal acquired by routing.

@® Communication from personal computer to web server

Terminals and routers create and send Ethernet headers to the Next-Hop MAC addresses obtained by routing.
Therefore, every time it goes through a router, the Ethernet header is rewritten and communicated.

- 0P AC adaress obtalned by ro O TO d€E atllo
................................................................................................. >
Router1l Router2
Computer Web Server
| MACaddress | MACaddress | @ MAC address
Ehternet Destination| of router 1 of router 1 of Web Server
S MAC address MAC address MAC address
ource | of computer of router1 = N, of router 2
____________________ Destination IP: - Et_l:l_e_l:l_1_et | DestinationIP: | Ethernet | Destination IP:
IP header _ Web server header Web server —~ header ——_ \Webserver
and data Data rewriting Data rewriting Data




4-3. MAC address resolution mechanism "ARP”

- Since IP addresses are obtained in routing, a mechanism to obtain MAC addresses is required.
= The destination MAC address is obtained using ARP from the IP address obtained by routing.

N

192.168.1.9

Once acquired, the MAC address is
retained as an ARP table for a while

® WhenPC1communicates withPC2

Who has "192.168.1.11¢
Request to all terminals in

the network

ARP Request

‘--

192.168.1.11

ARP Reply  +7

a

I EVE
and reply to sender

Data transmission

Send data after obtaining
destination MAC address

M wiFiz2 — [m] x
WD BEE BRY EBG FIFNO S4WA) #IHS =R FEW U-MD ALTH

Adm @ THRE Re=2=F oS =EQaaaH

[EIED [X]

Protocol
ARP
ARP

Source Destination

Tp-LinkT_@9:d6:7d
Apple_Ba:c9:80

No. Time Length  Info
i 9:8.601583 42 Who has 192.168.1.112 Tell 192.168.1.9
@ 8.638738 42 192.168.1.11 is at b8:e8:56:8a:c9:80

Broadcast
Tp-LinkT_B9:d6:7d

“‘-‘
.

> Frame 179: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Dewice\NPF_{EE298557-9F26-44@F-870F-872H
~ Ethernet II, Src: Tp-LinkT_@9:d6:7d (28:ee:52:89:d6:7d), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Destination: Broadcast (ff:ff:ff:ff:ff:ff)
> Source: Tp-LinkT_B9:d6:7d (28:ee:52:89:d6:7d)
Type: ARP (Bx8886)
~ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (8x8300)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: Tp-LinkT_09:d6:7d (28:ee:52:89:d6:7d)
Sender IP address: 192.168.1.9
Target MAC address: ©@0:00:00_90:00:00 (PP:00:00:00:00:00)
Target IP address: 192.168.1.11

eeee 28 ee 52 B9 db 7d B3 @6 60 81
G010 08 00 26 @4 0@ @1 28 ee 52 09 d6 7d c@ a8 91 99
CUO2E 08 60 00 @0 B0 00 c@ a3 @l eb

@ 7 Destination Hardware Address (sthast, 6 )i - || sthrobtn 255 ST 2 (08 || 70794 1: Default




4-4. Summary of transmission processing on
Ethernet terminals

Processing from determination of destination to data transmission.

Determine the destination (Next-Hop) from the routing table.

Acquire the MAC address of the destination (Next-Hop) by ARP.

Add Ethernet header, construct data and send.




	スライド 1: IP Address  and  Communication Mechanism
	スライド 2: Table of contents  1. IP address overview  2. IP address type and allocation  3. How routing works  4. Ethernet and MAC address
	スライド 3: 1. IP address overview
	スライド 4: 1-1.　What are RFCs?
	スライド 5: 1-2.　 What is TCP/IP?
	スライド 6
	スライド 7: 1-4.　Packet capture（WireShark）
	スライド 8: 1-5.　"IPv4" and "IPv6"
	スライド 9: 1-6.　 IP data format (Excerpt from the prescribed RFC)
	スライド 10: 2. Types and allocation of IP addresses
	スライド 11: 2-1. Classes and CIDR
	スライド 12: 2-2. IP address management organization and allocation
	スライド 13: 2-3.　 Global and private IP addresses
	スライド 14: 2-4.　Internet use with private IP address
	スライド 15: 3. Mechanism of routing
	スライド 16: 3-1. What is routing?
	スライド 17: 3-2. Subnet mask and Default Gateway
	スライド 18: 3-3.　Decision by routing table
	スライド 19: 3-3. Priority of routing decisions
	スライド 20: 3-4. Internet routing
	スライド 21: 4. Ethernet and MAC address
	スライド 22: 4-1.　What is Ethernet?
	スライド 23: 4-2.　Sending to Nex-Hop and Mac address
	スライド 24: 4-3.　MAC address resolution mechanism "ARP“
	スライド 25: 4-4. Summary of transmission processing on                                                     Ethernet terminals

