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1-1. What are RFCs?

1) IP: RFC791 (IPv4), RFC8200 (IPv6) 

2) TCP: RFC9293

computer
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router

server

router

router

router

router

All devices involved in Internet communication must handle data using a predetermined technology.
Therefore, standardization (arrangement) of Internet technology is being carried out.
This standardization is called RFC.

・Standardization organization: IETF (Internet Engineering Task Force)
・Standardized regulations: RFC (Request for Comments)



1-2. What is TCP/IP?

•

•





1-4. Packet capture（WireShark）

Ethernet：14Byte IP：20Byte

TCP：20Byte



1-5. "IPv4" and "IPv6"

•

Difference in number of bits used for address

Decimal

Binary

Hexadecimal

Binary

8bit is represented by 0 to 255
in decimal notation

4bit is represented by 0 to f 
in hexadecimal notation

（340282366920938463463374607431768211456）

•



1-6. IP data format (Excerpt from the prescribed RFC)

①

②

③

•

•



2. Types and allocation of IP addresses
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2-1. Classes and CIDR

Network part Host part

Class address range Network part number of terminals

Class A 0.0.0.0 ～ 127.255.255.255 8 Bit about 16 million

Class B 128.0.0.0 ～ 191.255.255.255 16 Bit about 65000

Class C 192.0.0.0 ～ 233.255.255.255 24 Bit 254

Class D/E 224.0.0.0 ～ 255.255.255.255 (for multicast and reservation) -

This is commonly used



2-2. IP address management organization and allocation

https://www.nic.ad.jp/ja/ip/admin.html

Region Management organization Note

world
IANA

(Internet Assigned Numbers Authority)
Managed on a 

global level

Asia
APNIC

(Asia-Pacific Network Information Centre)
Dividing world 
into 5 regions

Japan
JPNIC

（Japan Network Information Center）
Managed at 
country level

https://ipv4.fetus.jp/jp

Japan: 190,438,656

・4.43% of total address space
・5.14% excluding reservations

IP address management organization 

・ Strictly manage IP addresses so that they do not overlap around the world
・ In Japan, they are distributed and managed in the following order, so that the location can be specified.

IANA → APNIC → JPNIC → ISP → End user

EU : End User

ISP : Internet Service Provider

Local Internet Registry      

Country Internet Registry      

Regional Internet Registry      

Designated business operator

https://ipv4.fetus.jp/jp


2-3. Global and private IP addresses
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Each ISP network

Broad
band
router

Server

router

router

router

router

computer

Broad
band
router

A network of 
private IP addresses

A network of 
global IP addresses

Home-2

192.168.1.9

192.168.1.9

192.168.1.1

192.168.1.1

10.10.10.10

10.10.10.11

About IPｖ４

【Private IP address Range】
・10.0.0.0〜10.255.255.255
・172.16.0.0〜172.31.255.255
・192.168.0.0〜192.168.255.255



2-4. Internet use with private IP address

computer

Home

The InternetBroad
band
router

router

computer

router

Enterprise
router

router

DMZ

Proxy Server

A
B

C

D

D

When sending, rewrite the sender from D to B
When receiving, rewrite the destination from B to D
(Actually, multiple communication can be used by 

rewriting the port number with the NAPT function)

Web ServerPrivate IP

Private IP

Global IP

Global IP

Global IP

All communication with the outside 
world (Internet) is performed by a 

proxy server in the DMZ.

About IPｖ４



3. Mechanism of routing
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3-1. What is routing?

The destination address determines to whom in the connected network to send.

Router

Router

RouterRouter

Router

Who should I send this address to?

→ Determined by routing

Router



3-2. Subnet mask and Default Gateway

・ The subnet mask represents the length of the network part (represents the size of the network)
⇒ The same network is determined by whether the network part has the same bit string

・ The network part of the default gateway is set to zero, so "all addresses are applicable"

Decimal

Binary

Subnet description



3-3. Decision by routing table

Home

The Internet

Broad
Band
router

スマホ

192.168.1.1

192.168.1.10

・ Terminals such as personal computers and routers have routing tables for resolving destinations.
・ For the destination address, find the destination with the same network address from the routing table.
・ Send the packet to the destination (Next-Hop) of the relevant network address.

Default Gateway

192.168.1.9

computer1
Windows11 *1

computer2
Windows10

192.168.1.0/24192.168.2.0/24

192.168.2.1192.168.2.2

*1： "Routing and Remote Access" running from Administrative Tools

Display the routing table with "route print"

The red frame is the route that is mainly selected

0.0.0.0/0

Since the length of the network part is zero, 
all destinations are applicable.

Set the default gateway to PC 1 
"192.168.2.1" and use the internet

Add route for "192.168.2.0/24" 
to "192.168.1.9"

Default Gateway

connection network

connection network



3-3. Priority of routing decisions

・ Routing is determined by multiple factors, but there is a priority.
・ Priority is as follows

Route information source
Administrativedistance

value

Direct connection (same network) 0

Static route (manual setting) 1

BGP（external） 20

OSPF 110

RIP 120

BGP（internal） 200

Network Address

①

②



3-4. Internet routing

・ Construct routing by exchanging network addresses in use between operators

ISP２
Content 
provider

ISP１

Data center 
operator

IX
(interconnection)

ISP１ ISP２

Data center 
operator

Router

IF1

IF2

10.10.0.0/16

10.11.0.0/16



4. Ethernet and MAC address
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4-2. Sending to Nex-Hop and Mac address

4-3. MAC address resolution mechanism "ARP“

4-4. Summary of transmission processing on

Ethernet terminals



4-1. What is Ethernet?

・ Ethernet is a communication technology of IEEE, layer 2 data link layer technology
・ Ethernet uses MAC addresses for terminal identification.

Destination
MAC Address

Source
MAC Address

Type IP Data

Ethernet Header

IP Header

Data



4-2. Sending to Nex-Hop and Mac address

・ Send to the MAC address of the next-hop destination terminal acquired by routing.

Router1 Router2

Web Server

MAC address
of router 1

MAC address
of router 1

MAC address
of Web Server

Next-Hop MAC address obtained by routing to destination

Computer

MAC address
of computer

MAC address
of router 1

MAC address
of router 2

Destination IP:
Web server

Destination IP:
Web server

Destination IP:
Web server

Ehternet
Destination

Source

Ethernet 
header 

rewriting

Ethernet 
header 

rewriting

IP header 
and data Data Data Data



4-3. MAC address resolution mechanism "ARP“

192.168.1.9 192.168.1.11

・ Since IP addresses are obtained in routing, a mechanism to obtain MAC addresses is required.
・ The destination MAC address is obtained using ARP from the IP address obtained by routing.

PC1

ARP Request

ARP Reply

Data transmission

PC2



4-4. Summary of transmission processing on
Ethernet terminals

Processing from determination of destination to data transmission.

Determine the destination (Next-Hop) from the routing table.

Acquire the MAC address of the destination (Next-Hop) by ARP.

Add Ethernet header, construct data and send.
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