Outdoor operation, Al speaker linkage
Smart Remote Controller

» Outdoor operation using MQTT
 Voice operation by Al speaker cooperation
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1-1. Overall flow of Smart Remote Controller production

No ltem Content Hard Soft Note
. Overall flow, system configuration, items used,
1 Overview : . - -
reasons for selection, development environment, etc.
Learn the basics for beginners. We will make "L blinking"
2 LED Of bes | & O O
that lights up and blinks the LED.
. Description of infrared receiving sensor
3 Infrared receiving sensor P ) . 5 O @
Schematic to Wiring, Software , ,
Delivered in
Infrared transmission LED description another video
4 Infrared transmission LED . . P O O
Schematic to Wiring, Software
5 LED operation with We will create software to operate the LED with ) O
smartphone(at home) smartphone. (Web server function, SPIFFS operation)
5 Remote control with We will create software that to operate the remote control O
smartphone(at home) with smartphone indoors. (Button name, signal save/read)
5 Operate from outside We will create software to operate the remote control with _ O this time
And Al speaker cooperation | smartphone from the outdoors, and Al speaker cooperation. this video




2. System configuration

[Usage Guide] The internet IFTTT has apps from

Google and Amazon
== = = = §p : Remote control with smartphone (at home) <

== == : Operate from outside with a smartphone
= == == : AI speaker linkage

* (Soogle Assistant
2 ~.._amazon alexe
/ ’I

There are other ways too, such
as creating an app for IFTTT.

Smartphone e

-
Home route -

Al speaker

Smartphone etc.




2. What is beebotte?

https://beebotte.com/overview
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https://beebotte.com/plans

Small

$10...

Unlimited Channels

200,000 Messages/day

12 Months Histor

SSL Encryption

15,000 Persistent Messages/day

Medium

$30 ...

Unlimited Channels

1 Million Messages/da

Unlimited History

SSL Encryption

50,000 Persistent Messages/day

Large

$120...

Unlimited Channeils
5 Million Messages/day
200,000 Persistent Messages/day

Unlimited History

SSL Encryption

A cloud service that provides websocket connections for
MQTT and REST-API [HTTP]

Data communication is possible because it transfers data
between different protocols such as MQTT and HTTP.

Even if it is free, you can use 50,000 messages a day
@® Message volume required for only connection
Requires one KeepAlive every 15 seconds.

4 (time/min) * 60 (min) * 24 (h) * 2 (send/recv) = 11520

About 12,000 messages



3. What is MQTT?

MQTT is an abbreviation of "Message Queuing Telemetry Transport" and is a simple and lightweight protocol
developed for devices such as IoT to communicate with each other and the cloud.

Since it has few functions and operates lightly, the consumption of CPU and memory can be kept small, so it can be
said that it is suitable for IoT terminals and when you want to reduce resource consumption.

However, it is not suitable for communicating large data such as images, so it is used for sending small information.

Why we need MQTT

Stay connected from the
IoT terminal in Home

Cannot communicate
directly from the outside
beyond the Home router Smartphone etc.

Terminals in Home cannot be directly accessed from
outdoors because they are private IP addresses that can
only be used in Home.

Communication from a terminal in Home is converted to a
global IP address by the Home router, so communication is
possible.

For this reason, by always performing MQTT
communication from the IoT terminal in Home to Beebotte
and connecting it, it is possible to access from the outside
using that communication.

Hobby-IT channel
(IP address and communication mechanism)
Detailed explanation in the video




4. Add libraries

Launch Library Manager

@ SmartRemocen | Arduino 1.8.19 = O X

it} Sketch Fools Help

Verify/Compile Ctrl+R
Upload Ctrl+U
Upload Using Programmer. Ctrl+Shift+U
ExpOI"t(Omp“edBinal’y CtrI+A|t+S AAANANRANARANANRALNARNAARALNARANAARA A

I
it 3 . Start the library manager and add

o < PR T o X ol L

"

the ESP32) by Espressif Systems ver 2.0.6

1
4
=]

el S Shift . . .
i the following two libraries
// Load library and Config file Add .ZIP Library...
3 #include <WiFiClientSecure.h> | |

1) Install "PubSubClient" 2) Install "Arduino JSON"

Add MQTT functionality. Makes it easy to handle JSON format data received by MQTT.

@ Library Manager / X @ Library Manager / @ S K

| . earch for
| Type Al « | Topic | Al + | | PubSubGlient — @ Search for \ | Type Al | Topic | All + | | ArduinaJson 1] : " \
| : " T - | ArduinoJSON -
! :ubbgbf.uent. TE ZUppPorts ESP3Z: Pu bsu bCI lent B | I AvauinaJson
E e i by Benoit Blanchon Version 5.13.5 INSTALLED
? A simple and efficient JSON library for embedded C++. Arduinolson supports ¢ serialization, ¢ deserialization, ¢
| MessagePack, ¢ fixed allocation, v zero-copy, ¥ streams, ¢ filtering, and more. It is the most popular Arduino library on

PubSubClient GitHub ®®ee®, Check out arduinojson.org for a comprehensive documentation.

by Nick O'Leary Version 2.8.0 INSTALLED (hilf:re tnfo * .

A client library for MQTT messaging. MQTT is a lightweight messaging protocol ideal for small devices. This library allovs you to ' Select vergion v i Install Update

send and receive MQTT messages. It supports the |atest MQTT 3.1.1 protocol and can be configured to use the older MQTT 3.1 ﬂ% )

if needed. It supports all Arduino Ethernet Client compatible hardvare, including the Intel Galileo/Edison, ESP8266 and TI n

€C3000. i

Y PR ey o oL
|Seleot versi.. - | mstall Conne: to the Cloud4RPi control panel using cloud4rpi.io. Cloud4RPij client library for ESP8266 and
Dottt SRS S ESP3 ds. Dependencies: Arduinclson, PubSubC
hristmann H 1] mn n n n
ier usage of PubSubClient Provides : PubSubClient, however they may consume more power and ®SpeCIfy 5 = 1 3 L] 5 @ Cl ICk InSta I I
fore it's recommended for powerful micr PB8266.

H by Tost69
®S peCIfy the IateSt @ CI ICk n I n Sta I I n Library to store configuration parameters in the file system using LittleFS or SPIFFS for ESP8266 and ESP32. Using the
Ve rSIOn Arduinolson library the parameters are stored in memory as 3 JSON document and saved as 2 JSON file.
More info
| —— .
Close

Close




5. File structure of the program

@File structure

outdoor.html

homeRemocon

This sketch folder

rartRemocon¥homeRemos

Program type

: Control screen operated from an outdoor smartphone HTML
(used as a local file on the smartphone) Javascript

homeRemocon.ino : Programs such as setup functions and loop functions

config.h : Preferences such as Wi-Fi SSID, password, IP address Arduino
irRecvSend.ino : Program related to remote control operation
web.ino : A program related to the web server
data top.html  : Top screen (button control screen) HTML
set.html : Settings screen
rem.js : Perform button settings etc. Javascript

favicon.ino : It doesn't have to be. browser icon mark

data folder used by SPIFFS

4 b

< C 0t A Notsscure | 192.168.1.123

L
® e K3



6. Arduino program

@ SmartRemocon.ino [Global Area]

7 /f Load libkrary and Config file
¢ #include <EEPROM.h3|
9 #include <SPIFFS.h>

10 #include <ES5BAsyncWebServer.h>

11 #include <WiFillientSecure.h> . . .

12 | finclnde <PabEnbCYient. b Load libraries (TLS function, MQTT, JSON format data)
13 #include <hrduinodson.h: S/ Version[5.13.5] |

14 #include "config.h™

5 bool ledFlag = true; // LED control flag |

E' /f MOTT connection ONM/OFF (false when CFFJI .
28 bool MQTT_CONNECT = true; D e e ImpIemented MQTT ON/OFF switch (true: ON, false: OFF)
29 // for MOIT client .

30 (WiFiClientSecure wifiClient; // for MQTT

31 | PubSubClient mgrtClient (host, 8823, wifi:Client:l_:_ } Defining the use of MQTT

/4 First thing to do when booting
34 |woid setup{void) {

@ SmartRemocon.ino [setup Function]

3 ff —-—-—-———- 5Set CA certificate to client only when MOTT CONNECT is ON -———--—
74 1f | MQIT_CONNECT ) {

: wifiClient.setChCert(beebottle ea cert); 4= — — — — = — — — — = = — == = = = — = = — = = = — Configure a certificate to authenticate the MQTT server



6. Arduino program

@ SmartRemocon.ino [loop/reconnect Function]

4 // After setup is complete, repeat processing until power is turned off
0 woid loop(woid) {

21 £ - only if MQTT_CONNECT is ON ——————

52 if { MQTT_CONNECT )

23 _ /4 Check the MOIT status and process the MOIT connection if it is not commected . .

26 T Tif (imgeiciient.iomaecied() ) Check the connection status of MQTT and call the connection
85 reconnect () ;

) function when not connected

// MQTT client processing

maEsClient. 1ooe ()7 D e Confirm receipt of MQTT, etc.

R
80|}
gz 7/ HpIT conmectitn process .~ T T T TS ST-To-ToToToToTs s smTsTm T TEE TS
93 wold reconnect() {
94 [/ loop until MQTT connecticon state
935 while (!mgttClient.connsctad{)) {
9g Serial.println("Attempting MOTT connection...™);
97 J/ MOTT setting information definition
95 String username = "token:";
99 username += channelToken;
100 // MQTT connection process H
101 mgttClient.connsct (clientID, username.c str(), NULL); - Make MQTT ConneCtlon to beebOtte ClOUd
102 delay (2000) ; |
103 }
104 Serial.println{"MQTT connected");
103 [/ Process setting when receiving MOTIT message
108 myttClient.s=tCallback{callback);
137 /7 Configure TOPIC to receive MOTT messages
108 myttClient.sukscrike (topic);




6. Arduino program

@ SmartRemocon.ino [callback Function]

1 // Processing when MOIT message i3 received

void callback({char* topic, byte* payload, unsigned int length) {

& daue MOTT received ressage dnevariolle m o oo oo oe oo oo oo e oo e o e e e e e e e e e e e e
char recvData[MOTT_MAX_ PRCEET_SIZE]: )

snprintf (recvData, sizeoi(recvData), "%3", payload):
// Display MQTT receiwved message on serial monitor
Serial.print ("Message arrived [");
Serial.print {topic);
Serial.println{™] ");
Serial.println{recvData);
// Parse the J50N format of the received data and save it to a variable
StaticdsonBuffer<MQTT MAX PRACKET SIZE> jsonBuffer;
JsonObjects jsonBuf = jsonBuffer.parsslfbijsct(recvData):
ff If J30N format parsing is not successful, display an error and exit
if (!jsonBuf.success({)) {
Serial.println({"parseCbject() failed™);

return;
}
f/f Roquire and save the received data (data)
const char* parsedPayload = jsonBuf["data"]: —
7/ Determine IT TeceiVed data (data) exiscy — — — — - - - - - == =======9/9s /s, mmmmmmm s Ty

if {parsedPayload '= NULL) {
Serial.print {("payload: ");
Serial.println{parsedPayload);
// Transmit remote control number in receive data (data)
if (contRemocon( parsedPayload )) |
Serial.println{"MQTT send OK"});
1} =ls= |
Serial.println("MQTT send NG");

— Processing to retrieve received data

If data can be received, remote control

"~ transmission processing

Process
when MQTT is received



/. Javascript program

@outdoor.htm! [Japascript]

|  _footer L text-alian: risht; b« StyleSheet : Set contents about design
19 <'——lﬂ##ﬂﬂ Javascrlpt HitH ——>ﬂ—'

ittt ppes et Mavaser ety o

21 |/ #ﬂﬂ##ﬂﬂ##ﬂﬂﬂ#ﬂB botte setting HEHHiHHHE .

2% lyar heTaken H#E#E ?EJKENSﬁ#HIlin% /f Beehotte Token< Change tO the Value Obta|ned
23 |wvar heChannel = “fifttt CHAHNEL #H#™;  // Beehotte Channel = b b b tt

o4 |7/ R A R R = Yy beebotte

o
26 [// @ Remote control signal processings
27 war irFlg = false;+

28 [function snd{setNum) {=

297 /7 JNdEMSRETHOT i B rocEssTnEY

ao | if (irFlg) [«

3 /7 WIf processing is in prozress, display processing and exit.s ; ; fe i

3% document .getElementById("dispStatus’).innerHTHL = “<h>Processingd/ b7« JUngng Whether proceSSIng IS IN progress
33 return; <

3| i«

357 A/ SEtTRRE Eoflof f14E 35 BeThg pFocesSed; and perform o1 5615y BricdssThE dUr The retept Ton=
36| irFla=true;«

37 | document .getElementById ("dispStatus’).innerHTHL = "<b>Sending remote contral</hs";«

38 | wvar xhr = new XMLHtipReguest ();«

39| 4/ @ Make send datas

40| war sdata = 7{ ¥7data¥”:” + setlum + 7175

M| S/ @ Create an access URL<

42 | war url = “https:/fapi beehotte.con/vl Adata/publish/™ + heChannel + “/resourcel®token=" + heToken;< HTTP POSt RequeSt Javascript
43 | xhr.timeout = 5000; < .

24| whr.ontineout = function(e){< [ https://api.beebotte.com/vl/data

45 irFlg=false;+« .

46| /7 @ Show failure in statuse /publish/###CHANNEL###/resource1?token=##H#TOKEN### ]

47 | document .zetElementById ("dispStatus’).innerHTHL = “<hrdccess Timeout Failure!</h:™;«<

A5 S

49| xhr.open("POST™, url);«

50| xhr.setRequestHeader( "Content-Type®, ‘application/isan’ Jie
51| _xhr.send(sdatal; =

52 | xhr.addEventListener ("load™,function{ev) {<

53 var resStr = xhr.responseText;«

54 /¢ @When 0K is received, the status is displaved in the if statement. Otherwise, display the state inside else<

55 if  resStr-indexOf ("true”) != -1 1 & ) ) )
56 : dncum?nt.getEIementEyId(’dispStatus’).innerHTML = "¢h>Transmission Completed!</h>"; < D|Sp|ay Completed or fa”ed N the Status Column
a7 elge 1«

T ; document . getElementById ("dispStatus’) . innerHTHL = “<b>Transmission Failure!</h>";« depenc“ng on the response
HE] L

1] /7 @ Return the processing flage

A1 irFlg=false;«

B2 | 1)ie

B3 |}«

B4 <fseripty+

BE| "< headi =

BB | <!-- ®#®®body Taz @@ >

B7 | <body class="underTheEarthkai »<centers<div id="contents’>«

B8 <header><h3>Smart Remote controller [OutDoorl</h3»</headers< HTML
B3 <div id="menu’>Controller Screen</divs<




8. beebotte operation check

@ Operation check image

o e X beebotte
MQTT 7y

HTTP I

Smart Remocon E

@ Operation check command PC (Windows/Mac/Linux)

The Internet

curl https://api.beebotte.com/v1/data/publish/###tCHANNEL###/resourcel?token=###TOKEN### -H "Content-Type: application/json" -d "{¥"data¥":¥"0¥"}" -X POST

Button number (0-9)
beebotte setting value beebotte setting value HTML screen is 1 to 10, so a value of -1

@® Windows command prompt (example)

BN C:¥WINDOWS¥system32¥cmd X + v - O x

Microsoft Windows [Version 10.€.22621.1105]
(c) Microsoft Corporation. All rights reserved.

C:\Users' >curl https://api.beebotte.com/vl/data/publish/HobbyItChannel/resourcel?token=token_

ntent-Type: application/json" -d "{f\"data\":\"®\"}" -X POST
true
C:\Users' >




9. What is IFTTT?

https://atmarkit.itmedia.co.jp/ait/articles/1711/22/news031.html

IF This

MESH™

littleBits &
M &

That

.uj : () #sack

*slack
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More than 450 types such as 400 types such as A

https://ifttt.com/plans

IFrTT B3

JP¥O0 / forever

Get started with

automation. Fast, easy,

and free.

-

IFTTT B3

JP¥350 /month

IFTTT

JP¥700
ore, better, faster Applets.

Unlimited Applets and
ossibilities.

M
(]
@ Fastest Applet speeds
]

IFTTT (IFTTT : IF This Then That)
In other words, "If you do this, then do that."

Provide integration with cloud services on
the Internet

A free plan is also available.

There were up to three applets, but the service
contents change from time to time, so please
check the official website.
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